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1.0 Introduction

Pure IT provides data services that, in some manner, virtually all staff at <COMPANY> are dependent upon. 
Without the services, some aspect of the business would come to a standstill if a failure occurred. In recognition of these dependencies, it is of utmost importance that Pure IT and <COMPANY> be prepared to respond to a disaster in an orderly, timely and efficient fashion.

This document describes the Disaster Recovery Plan that Pure IT and <COMPANY> will use in the event that a disaster affects operations and services. 
It includes a summary of the current services, identification of the services most critical to company operations, and how these services will be reconstituted following a disaster. 

1.1 Scope of This Plan

This plan provides Pure IT and <COMPANY> with the ability to address two areas:

1. It enables Pure IT to restore Your Company’s core information systems in the event of a disaster.

2. It identifies areas of substantial risk and exposure to disaster, and helps <COMPANY> reduce these risks.

This plan is not intended to be a detailed, step by step series of instructions to follow. Rather, it is intended to be a roadmap to lead the recovery team from the incident, through a decision making process, to implementation of restored services. 
Although it is targeted at the most likely types of disasters that could be encountered, it may be adapted as necessary for recovery from other situations.

1.2 Disaster Scenarios

This plan focuses on recovering from a disaster that involves fire or partial flooding of buildings at <COMPANY> head office in <SomeCity>.

The building deemed most critical is <THISBLDG>, where it houses its core systems. 
Secondary facilities are located at <streetaddress>.

2.0 Current Practices & Procedures

An understanding of the fundamental business practices currently followed by <COMPANY>  is essential to recovering operations. The key activities include:

• Data backup & restoration

• Server & systems administration

• System shutdown and start up
• Identification of critical systems

2.1 Data Backup & Restoration

Full and incremental backups preserve corporate information assets and should be performed on a regular basis for audit logs and files that are irreplaceable, have a high replacement cost, or are considered critical. 

Backup media should be stored in a secure, geographically separate location from the original and isolated from environmental hazards. An assigned systems supervisor is responsible for this activity.

Department-specific data and document retention policies specify what records must be retained and for how long. All organizations are accountable for carrying out the provisions of the instruction for records in their organization.
<COMPANY> follows these standards for its data backup and archiving:
Data retention policy

· Week-day backups are performed each night, and are overwritten every X weeks

· Monthly backups are retained for X number of months

· The system supervisor is responsible for the transition cycle of backups 

Off-site storage procedures
· Tapes and disks, and other suitable media are stored in environmentally secure facilities.

· Tape or disk rotation occurs on a regular schedule coordinated with Pure IT.

· Full system backups, databases and other data restoration is tested annually.

2.2 Server & System Administration

 Current practice for managing servers and desktop systems across the company include:

• Ensuring high availability of servers during business hours

• User support and desktop system support during normal business hours

• Weekly scheduled outages for critical servers

• Other major server maintenance is scheduled outside of normal business hours

2.3 System Shutdown & Start-up
 Instructions for shutdown and start-up of critical servers will be located electronically on Pure ITs systems and attached to this plan as Appendix K. These procedures cover the servers in the main office.
2.4 Critical Systems

 The systems, services and functions identified as necessary to current business operations are as follows. Some systems listed are located outside of <YourCity>, but are listed here due to their dependency on <YourCity> based services. Without awareness of these remote systems, it is possible that an oversight during a restoration could result in a continued outage at a remote site.

	Category 
	Hostname or Description
	Functionality Provided

	Voice


	
	

	Communications


	
	

	Network Services


	
	

	Applications Servers


	
	

	Databases


	
	

	Windows Servers


	
	

	Windows PCs


	
	

	Mac Systems   


	
	


3.0 Recovery Operations

 Re-establishing operations after a disaster requires:

•  A process to follow as a guide for recovery

•  Identification of the most critical services provided by the department

•  Priorities for re-establishing those services

•  The staff required for a recovery

• System configuration information

3.1 Recovery Process

The recovery process consists of two basic phases:

• An initial reaction phase where notifications are made, the staff assembled, information gathered, and an action plan established.

• The recovery phase, where resources are acquired, data recalled, and services are restored as much as possible.

The steps to be followed are:

The discoverer of a disaster will notify;

· Local authorities (999) in the event outside assistance is necessary

· Emergency Management Team (EMT)

· Disaster Recovery Team (DRT)

The contact details are in Appendix B. Each of these people will notify others, as appropriate. 
2. Initial organization and preparation for the recovery:

• Notify & assemble the recovery staff (Listed in Section 3.4)

• Review this recovery plan with the staff

• Organize for damage assessment

• Establish communications systems for the staff

• Assign duties and responsibilities to the staff

3. Perform a damage assessment:

· Obtain information regarding damage to the facility 
(e.g., environmental conditions, physical structure integrity, furniture, and fixtures) from fire brigade and police.


· Conduct an on-site inspection of affected areas to assess damage to essential hardcopy records (files, manuals, contracts, documentation, etc.) and electronic data.
4. Plan for recovery:

• Compile a master inventory of salvageable equipment

• Review the overall damage with the recovery staff

• Develop a detailed action plan

• Notify the appropriate vendors and service providers

• Communicate status to executive staff

5. Salvage operations:

• Recover all salvageable hardware

• Service or refurbish equipment as necessary

6. Re-establish physical facilities:

In the event of any situation where access to a workplace is not possible, personnel should report to alternate locations. Primary and secondary locations are listed below.
Alternate locations 
Workplace: <Name>
Attempt to contact your immediate supervisor or management via telephone. 
Home and cell phone numbers are included in this document

7. Re-establish services in their order of priority as listed in Section 3.2:

• Priority 1 services

• Priority 2 services

• Priority 3 services

3.2 Business Recovery Plan and Priorities

 This section documents the steps necessary to activate business recovery plans to support full restoration of systems or facility functionality at an alternate/recovery site that would be used for an extended period of time. Coordinate resources to reconstruct business operations at the temporary/permanent system location, and to deactivate recovery teams upon return to normal business operations.  Recovery operations are prioritized based on company needs. 
These priorities are:

Priority 1 
Secure and set up a location 

Equipment room

 






Equipment racks, tables, or shelves

Cable plant

 






Power

 






Controlled climate

  

Establish phone services 

PBX

Voicemail

 






Phone service to recovery staff

 






Phone service to executive staff

  

Install the server LAN 


Routers, and switches local to the room

 






Cabling within the room

  

Install the server


Windows Server
 






File & Print servers

 






Mail servers
 






Database servers
Install the Internet service 
Connections to service provider or alternative (i.e. ADSL, shared or 3G)
 






Equipment installation








Connections to other sites

Priority2
Re-establishment of business systems
Accounting

 






Payroll

 






Order processing
Priority 3 
All remaining services 


i.e Web / Cloud-based services
3.3 Equipment List

 The following equipment is required to re-establish the Priority 1 services listed above to a basic, nominal level of service. It is not intended to duplicate the original performance, but rather to provide a minimally acceptable level of service. This equipment may be obtained from YourCompany’s normal vendors, or it may be deployed from the salvaged equipment pool.

Voice Communications 

PBX, Voicemail 
(re-route calls to mobiles or alternative landlines)
LAN network


ADSL router
24-port Network switch

 Server 



Intel dual-core CPU, 4GB RAM, 500GB Hard Drive

PCs 



Intel dual-core CPU, 2GB RAM, 250GB Hard Drive

WAN & Internet 

Vendor supplied services

3.4 Recovery Team

 The initial response team will consist of all on-call staff, managers, and the director. The remaining staff will be called in as required to work later shifts. Should additional staff be required at initial response, managers will contact the appropriate people.

Recovery team contacts are in Appendix B.
3.5 System Configuration Information

 The hardware listed above will require configuration to restore reasonable levels of service. The information, data, applications, and instructions required for this are:

• Administrative passwords for servers, applications, and network hardware. This information is currently located in the lockbox off-site and on the Pure IT systems.

• Configuration information for existing critical systems. This knowledge is currently shared across the department staff, with some documentation in place. This information will be collected in a department directory on the server. Future documentation will be placed here as it is developed. This directory will be included in the backup schedule to ensure the information is present for recovery purposes. A copy can be held in the lockbox off-site and on the Pure IT systems.
• Media containing operating systems, applications, and installed software and licenses
 The off-site facility will provide a lockbox for storage of configuration information. This container will include a copy of:

• An envelope containing current administrative passwords. The envelop will be sealed and marked with a description of its content and the date
• CD-ROMS for Microsoft Windows for the server
• CD-ROMs for Windows applications
• Network hardware CD-ROMs
• A copy of this plan
As information changes and media are updated, copies will be forwarded to the department’s Arcus liaison for submission to the container. The container will be recalled from the off-site facility and its contents updated. All other applications will be obtained from normal vendors.

4.0 Plan Review and Maintenance
This plan is subject to review by Pure IT personnel at six month intervals and exercised on an annual basis. The test may be in the form of a walk-through, mock disaster, or component testing. Additionally, with the dynamic environment present within <Company>, it is important to review the listing of personnel and phone numbers contained within the plan regularly.

The hard-copy version of the plan will be stored in a common location where it can be viewed by site personnel and Pure It. Electronic versions will be available via <Company> network resources as provided by Pure IT. 

Revisions will consider service improvements and advancements as well as changing business needs.
4.1 Document Distribution

This document is company property that is distributed to all personnel. It will be kept offsite by each staff member in a secure location. Possession of this document will be noted in each person’s personnel file, and the document is to be surrendered upon termination of employment or transfer outside of <Company>.

Additional copies of this plan will reside in the lockbox document container at the off-site facility, and in electronic form on Pure IT systems.

4.2 Revision History

	Date
	Summary of changes made
	Changes made by (Name)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendixes
Appendix A: <Company> recovery teams

Emergency Management Team (EMT)

Note: See Appendix B for contact list. Suggested members to include: senior management, human resources, corporate public relations, legal, IT services, risk management and operations

Charter:

Responsible for overall coordination of the disaster recovery effort; evaluation and determining disaster declaration; and communications with senior management.

Support activities: 

The EMT:

· Evaluate which recovery actions should be invoked and activate the recovery teams

· Evaluate damage assessment findings

· Set restoration priority based on the damage assessment reports

· Provide senior management with on-going status information

· Act as a communication channel to corporate teams and major customers

· Work with vendors and IRT to develop a rebuild/repair schedule

Disaster Recovery Team 

Note: See Appendix B for contact list

Charter:

Responsible for overall coordination of the disaster recovery effort; establishment of the emergency command area; and communications with senior management and the EMT.

Support activities:

· Coordinate with EMT and senior management 

· Determine recovery needs

· Establish command centre and assembly areas

· Notify all company department heads and advise them to activate their plan(s) if applicable, based upon the disaster situation

· If no disaster is declared, take appropriate action to return to normal operations using regular staff

· Determine if vendors or other teams are needed to assist with detailed damage assessment

· Prepare post-disaster debriefing report

· Coordinate the development of site-specific recovery plans and ensure they are updated semi-annually

IT technical services
Charter

Pure IT will facilitate technology restoration activities and liaise with the various IT service providers.
Support activities

· Upon notification of disaster declaration, review and provide support as follows:

1. Facilitate technology recovery and restoration activities, providing guidance on replacement equipment and systems, as required

2. Coordinate removal of salvageable equipment at disaster site that may be used for alternate site operations

Appendix B: Recovery team contact lists

Emergency management team (EMT)

	Name
	Address
	Home
	Mobile/Cell Phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Disaster recovery team (DRT)


	Name
	Address
	Home
	Mobile/Cell Phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


IT technical services 
	Name
	Address
	Home
	Mobile/Cell Phone

	Steve Macklin       (Pure IT)
	18 Lower Northam Rd, Hedge End, Southampton
	01489 789194
	07932 657303

	Stephen Hammond (Pure IT)
	Woodley Close, Romsey
	01794 502425
	07787 174120

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix C: Emergency numbers

First responders, public utility companies, others 

	Name
	Contact Name
	Phone

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix D: Contact list

	Name
	Address
	Home
	Mobile/Cell Phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix E: Forms

Incident/disaster form

Upon notification of an incident/disaster situation the on-duty personnel will make the initial entries into this form. It will then be forwarded to the EMT, where it will be continually updated. This document will be the running log until the incident/disaster has ended and “normal business” has resumed.

TIME AND DATE

________________________________________________________________________

TYPE OF EVENT

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

LOCATION

________________________________________________________________________

________________________________________________________________________

BUILDING ACCESS ISSUES

________________________________________________________________________

________________________________________________________________________

PROJECTED IMPACT TO OPERATIONS
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

RUNNING LOG (on-going events)
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

Critical equipment status form

Recovery team:
__________________________________________

Equipment 

Condition
      Salvage 

Comments     
1.  ___________________
______________  ______  _________________________

2.  ___________________
______________  ______  _________________________

3.  ___________________
______________  ______  _________________________

4.  ___________________
______________  ______  _________________________

5.  ___________________
______________  ______  _________________________

6.  ___________________
______________  ______  _________________________

7.  ___________________
______________  ______  _________________________

8.  ___________________
______________  ______  _________________________

9.  ___________________
______________  ______  _________________________

10.  __________________
______________  ______  _________________________

11.  __________________
______________  ______  _________________________

12.  __________________
______________  ______  _________________________

13.  __________________
______________  ______  _________________________

14.  __________________
______________  ______  _________________________

15.  __________________
______________  ______  _________________________

Legend
Condition: 
OK - Undamaged


DBU - Damaged, but usable


DS - Damaged, requires salvage before use


D - Destroyed, requires reconstruction

Appendix G: Building evacuation information


Appendix H: Inventory of primary equipment and network services


Appendix I: Inventory of backup equipment and systems


Appendix J: Approved vendor list

Server and computer equipment suppliers

	Company Name
	Contact
	Work
	Mobile phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Communications and network services suppliers

	Company Name
	Contact
	Work
	Mobile phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix K: Shutdown & Start-up Procedures

Provide evacuation procedures





Provide list of equipment and network services





Provide list of equipment
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